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1.0
INTRODUCTION:

In this millennium globalization era, trade competitions between countries are getting stiffer and inevitably Malaysia is susceptible to such commercial fray, e.g. in banking arena. Any right-thinking man, particularly businessman, setting foot in the bank would have expected the bank to provide the best services, inter alia, to keep all their personal information confidential. As such, duty of secrecy is one of the salient duties undertaken by the banker towards its customers. 

2.0       DUTY OF SECRECY IN MALAYSIA

Upon opening the account with the bank, there is a contractual duty, under common law
, on the banker not to divulge information of the customers to any third parties. Furthermore, in Malaysia, a bank is also under a statutory obligation
 not to make any unauthorized disclosure

.

2.1   Contractual Duty of Secrecy (Common Law)


In Tournier’s case, Court of Appeal unanimously
 concurred that the duty of secrecy is contractual in nature and is to be implied from the banker-customer relationship. 


However their Lordship differed as to the scope of this duty. Both Bankes and Atkin L.JJ expressed the view that this duty is not confined to information derived solely from a customer’s account but could extend to information derived from sources other than the customers own account, as long as the information is obtained during the banker-customer relationship
. Scrutton LJ however confined the scope of duty only to the information derived from the customer’s actual account
.

As to the duration of this duty, the Court further held this duty arises only when the banker-customer relationship is established; and it continues even after the relationship ceases
. On the contrary, Scrutton L.J held that the implied duty should be ceased the moment banker-customer relationship ends.
 


2.2   Statutory Duty of Secrecy

In addition to the general principles enunciated in Tournier’s case, the statutory provisions governing banking secrecy are found in Part XIII: Information and Secrecy, the BAFIA.  


Firstly, section 96 outlaws Financial Minister to direct Central Bank or authorize Central Bank to inquire specifically into the affairs of any individual bank customer
. 


Section 97(1) is the main pillar and bone of the duty of secrecy. Generally, it imposes a strict duty on the directors or officers of the bank, any external bureau or agent of a bank and ‘any other persons’ who have access to the information of the customer, e.g. accountants, lawyers, police and liquidators to maintain confidentiality. The directors, officers, external bureau and agents of a bank are restricted from making any unauthorized disclosure during and even after their tenure of employment; whilst for those having access to that information must preserve the secrecy perpetually
. In short, safe it is permissible by law, a person would be held liable if the confidentiality of the bank’s customer is divulged to third party.
  


Furthermore section 97(3) prohibits the subsequent recipient of the information (3rd party) to disclose the same to another or else he will be liable for breach of secrecy too.


Section 99(2) states that any information obtained during an in camera proceeding shall be secret between the court and the parties involved; whereas section 99(3) forbids all information acquired from that in camera proceeding, viz name, address or photograph of any parties to be published directly or indirectly (through innuendo), at any times, unless it is approved by the court.      


Encroachment of such secrecy is punishable under section 103(1) read together with Fourth Schedule (Offences and Penalties). For instance, para 126 of Fourth Schedule imposes 3 years’ imprisonment or/and RM3million fine for infringement of s.97. Similarly the same penalties are meted out in para 127, 128, 129 for violation of s 97(3), 99(2) and 99(3) respectively. 

Besides BAFIA, duty of confidentiality is also safeguarded in other banking statutes.
 Section 16 of the Central Bank of Malaysia 1958, for example, prohibits all its officers from disclosing any information relating to the affairs of bank and its customers to third party. Islamic Banking Act 1983 has identical provisions, as where section 34(1) restricts Financial Minister and Central Bank to enquire specifically into the affairs of any customer of Islamic bank.
 

In addition, section 119 of the Development Financial Institution Act 2002, section 67 & 68 of Simpanan Nasional Berhad Act 1997, section 21 & 22 of the Offshore Banking Act 1990 and section 28B(6) Labuan Offshore Financial Services Authority Act 1996 too impose a strict duty of secrecy on the banker to preserve its customer’s confidentiality in the business, failing which is both a civil and criminal offence.

In a nutshell, the statutory duty of secrecy laid down in the BAFIA is wider than contractual duty in Tournier’s case, as the former encompasses bank officers or employees during and after employment as well as those (whosoever) having access to the information. 

3.0 
DILUTION OF DUTY OF SECRECY IN MALAYSIA?

Having scrutinized the duty of secrecy provided both in common law and in BAFIA, it is to be said that preservation of personal information is salient in the banking business. Nevertheless these contractual and statutory duties are not absolute but subject to plenty of exceptions for plenty reasons, inter alia, to impede corruption, money-laundering and terrorism. Certain disclosure is sometimes necessary in the event of bankruptcy or insolvency. With respect the moot question revolves my mind is: How far has the aforesaid gilt-edged duty of secrecy been diluted in Malaysia in the wake of the untold exceptions?  

3.1 Dilution: Exceptions in Common Law  (Tournier’s case)

In Tournier’s case, Bankes L.J had expressed that duty of secrecy is not absolute but qualified
. These four exceptions
 are as follow:  

A) Compulsion by Law

A bank can be compelled by law to disclose the state of its customer account in legal proceedings, e.g. the duty to obey an order under the Bankers’ Books Evidence Act (BBEA) in civil proceeding. Whilst in criminal proceedings, orders may be made for investigation under the statutes like Anti-Corruption Act, Kidnapping Act and etc. Court orders may include witness summons (subpoena), writs of sequestration and garnishee order. In Maurice Robertson v Canadian Imperial Bank of Commerce
, disclosure of secrecy was allowed as the bank was compelled to produce a bank statement of its customer to the court under a subpoena (compulsion by law)
. With this, duty of secrecy can be diluted by compulsion of law and hence the courts must exercise their discretion carefully in requiring a bank to make such disclosure
. 

B)
Public Interests

Subsequently, duty of secrecy can be undermined in the light of public interests. Basically judges in Tournier’s case unanimously concurred that duty to public would outweigh the duty of personal confidentiality
. For instance, if there is a notice of terrorist connection, on the ground of public interest (i.e. national security is at stake), a bank is bound to disclose to the authorities (e.g. police) the information of its customer’s dealings with the terrorist accomplice. In Pharaon v Bank of Credit and Commerce International S.A.,
 the court decided that public interest in making documents relating to an alleged ‘fraud’ available to a litigant could outweigh the duty of confidentiality a banker owed to a customer.
  

However, the term ‘public interest’ is nebulous and too wide so much so that it can- like an octopus- stretch its arms to embrace ‘everything’ into its ambit; whereupon it could severely deny the personal right to confidentiality. A clear guideline as to what constitute of ‘public interest’ should be worked out so that it would not be misused as a ‘sword-and-shield’ to encroach duty of secrecy guaranteed before s.97 of BAFIA.  Noteworthy, such disclosure should be limited to what was reasonably necessary as to achieve the purpose of public interest. 

C) The Interests of Bank

Duty of secrecy can also be denied when the interests of the bank are at stake. Disclosure is permissible whenever there is litigation between the bank and its customers. For instance a disclosure is necessary when a bank sues a customer for monies owed or when a customer sues it. Therefore, according to Bankes L.J, where a bank states the amount of an overdraft on the face of a writ, such disclosure is justifiable for the protection of bank’s interest.
 In Sunderland v Barclays Bank Ltd,
 the court held that the interest of the bank warranted the disclosure of information as it was unwise for the bank to continue supplying overdraft facilities to the plaintiff for her involvement in gambling; moreover the bank was justified in disclosure to her husband because there was a private attack (i.e. dishonour of cheques) on the bank’s reputation. 

No doubt assertion of bank’s interest would dilute the customer’s right to secrecy. That’s why we must find a balance in between of bank’s interest and the customer’s right to confidentiality. Bank must be very ‘cautious’ in relying on this exception to which disclosures must be limited strictly to information necessary for its protection only. A bank should not disclose the information if the customer’s damage from the disclosure is substantially larger than the gain for the bank.  

D) Express or Implied Consent of Customer

Duty of secrecy is exempted should disclosure of information is consented expressly or impliedly by the customer, e.g. where a customer authorizes a reference to the bank.
 The court in Sunderland v Barclays Bank Ltd
 held that the consent of a customer to permit the disclosure of information might be ‘implied’ from the conduct of the customer (i.e. in that case, the manager was justified in thinking that plaintiff did not object to his explanation to her husband). Likewise, in Malaysia, this principle of implied consent was adopted in Malaysia in Tan Lay Soon v Kam Mah Theatre Sdn Bhd.
 
If it is an ‘express consent’ to disclosure by a customer, no doubt, a bank is clearly absolved from the responsibility for breach of secrecy. However disclosure on the ground of implied consent has received much criticism
 owing to its vagueness. Again, ‘implied consent’ is very ambiguous that no clear line can be accurately drawn to distinguish how and when an implied consent is constituted. If an implied consent can be ‘simply’ inferred from the customer’s conduct as in the case of Tan Lay Soon, protection of secrecy would be stultified and customer would feel insecure and lack of confidence to the bank. In the light of section 99(1)(a) of BAFIA, it is submitted that ‘exception of implied consent’ should be thwarted.      


In conclusion, the abovementioned common law exceptions can be very disturbing as the judges laid it down in such a broad way as where it could open to lots of different interpretations and applications. If this discretion is abused by the public authority, bank, third party or even the court randomly it is no gainsaid that preservation of secrecy would be diluted
.

3.2 Dilution: Exceptions under BAFIA

Apart from the exceptions in Tournier’s case, in Malaysia, BAFIA does provide the similar exemptions in section 96, 97(2), 98, 98A, 99, 100, 101 and 102, which have brought enormous impacts to the duty of secrecy. Amongst all, section 99 is the linchpin for the dilution of secrecy. 

A. Customer’s Consent 

In pursuant to section 99(1)(a) of BAFIA, disclosure is permitted where customer or his personal representative has given permission in writing. This denotes that disclosure of information can be made only if there is an ‘express consent’ from the customer; or, in other words, ‘implied consent’ is not allowed in Malaysia, as opposed to Tournier’s principle.
    

A bank would sometimes be asked by its customer to provide to third party a letter confirming its creditworthiness or financial standing. On such occasion, before the letter is issued, the bank must first obtain a written consent from the customer. In the written permission, customer may spell out the conditions and purposes, for instance the persons to whom it is disclosed, time limit, and also reserve a right to revoke
 at any moment as to protect his own benefits. 

For the purpose of certainty of law, it is advantageous to outlaw implied consent as it is too subjective and may give rise to different inference and interpretation of whether consent has really been given and the extent of such consent, if alleged to be given.
 An unscrupulous banker may misuse its customer’s information for personal benefits
 and then seek protection under the aegis of ‘implied consent.’ With respect, it is my submission that banker should first obtain the written consent from its customer before they are to provide any information, say, bankers’ reference to third party.  

If this is the case being, in my opinion, express consent via writing permission should not be read as a dilution of duty of secrecy inasmuch as it is ‘voluntarily’ consented by the said customers; however if implied consent is to be applied admittedly it will defeat the purpose of duty of secrecy and put the benefits of customer aside.  

B. Bankruptcy and Liquidation

According to section 99(1)(b), disclosure is permitted where the customer is declared bankrupt or a corporation is being or has been wound up. In both cases, the court has the power to summon bank officer to disclose the statement of the customer’s affairs (e.g. bank records) and all other relevant documents. This exception is supported by section 31(1) of the Bankruptcy Act 1967 which empowers the court, when a person is bankrupt, to require his bank accounts be revealed in order to assess his property. Similarly, in the event of winding up of a company, section 249(1) read together with s.249 (3) of the Companies Act 1965 permit the court to summon a bank officer to disclose the relevant banking information of the liquidated company.       


By glossing over this section, it seems to suggest a dilution of secrecy where the customer’s information is capable of being divulged in case of bankruptcy and winding-up. However such qualification is a ‘necessary’ so as to enable liquidators to carry out their duties, without which the benefits of the banker, creditors and public at large might be jeopardized
. Moreover, in the event of bankruptcy, the customer’s interests would not be detrimentally affected because they are no longer in the circle of business; on the other hand, such a disclosure is needed as to assist liquidators in distributing the assets. If the information is imperative, pursuant to section 99(2), the winding-up proceeding can be held in camera that all information shall be kept secretly among parties in the proceeding only; and subsequently, by virtue of section 99(3), no relative information should be published to any third parties thereupon. Therefore such dilution, though unwillingly, is justified in these circumstances.     

C. Banker’s References
  
Next, section 99(1)(c) allows disclosure where the information is required by a bona fide or prospective bona fide commercial company to assess the creditworthiness of the customer relating to a transaction. However the information provided must be of a general nature where the details of the customer’s account or affairs cannot be ascertained. The rationale behind is to enable the bone fide company to assess the reliability of the customers if the latter can be trusted. It will increase the confidence to the company if the reply from bank is of sound and vice versa, and hence the bank must be very careful when making such a disclosure.

The issue of how far can the duty of secrecy be diluted is questionable one. First of all, what is information of general nature is very subjective
, whereby we are short of a yardstick to assess to what extend information of general nature can be disclosed. And thus it is upon the discretion of the banker to decide what information is to be revealed. 

However, generally s.99(1)(c) would undermine the duty of secrecy because any so-called ‘bona-fide’ company can require for the disclosure of customer’s information. In my opinion, such references should not be disclosed to such a bona fide company ‘unless and until’ the bank has first obtained the express consent from the would-be affected customer; least of all, banker must acknowledge the customer of the disclosure so that the latter is aware of whom his personal information is going to be released to. Failure to do so is an immense encroachment to the duty of secrecy even if the company is a bona fide one. Worst still, it might open a floodgate to the commercial companies to abuse this provision as a pretext, by hook or by crook, to procure customer’s confidential information. Again, in practice, banker might not be without any difficulty in ascertaining which company is bone fide, particularly if it omits to obtain confirmation of identity from its customer in the first place
.          

D. Litigation between Bank & Customer or Third Party Claimants 

By virtue of section 99(1)(d)(i), the bank can disclose the customer’s information when it is involved in the proceedings with its customers or guarantors relating to the customer’s transaction with the bank. This provision is pertinent to the banker, be it sues or being sued, inasmuch as its interests are to be affected. Banker is then allowed to divulge the sums due and owing to by the customer in the court so as to recover the same from the customer or its guarantor.     

Besides, by virtue of section 99(1)(d)(ii), banker may be involved in litigation between the customer and a third party since the property in dispute might be kept by the bank. The bank may also have a contractual right of set-off against the funds and may wish to apply to the court for relief. In such situation, disclosure is not a breach of secrecy in between the parties where the bank seeks relief by way of interpleader.

Laconically, section 99(1)(d)(i) and 99(1)(d)(ii) permits for the disclosure when banker is acting for its own interests. This would not really dilute the duty of secrecy because information is ‘necessary’ for the court to determine the remedies available to either parties, namely bank, customer, guarantor or any third parties having interest to the claim. Besides, both section of 99(2) and 99(3) are a shield for the duty of secrecy as the proceeding can be required to be held in camera and whatever information revealed during the court proceeding are secret among the parties only.    

E. Garnishee Proceedings 

If a customer is a judgment debtor and has funds in his account with the bank, a court order can be obtained to authorize the bank to pay the judgment creditor. Under section 99(1)(e), disclosure is allowed where the bank has been served with a garnishee order
 attaching monies in a customer’s account. Disclosure of information by way of Garnishee Order may infringe duty of confidentiality of the customer; but it can be justified by the ‘public interest’, whereby it is needed to give justice and recourse to the customer’s creditors when the customer fails to repay the sum due.  

F. Disclosure by Federal Law to Police Officer   
Pursuant to section 99(1)(h), there is no secrecy in cases where disclosure is made compulsion under the relevant Federal Legislations. The bank can, bypassing the consent of customer, disclose the information
 to a police officer investigating an offence specified in those laws. 

At present, there are many statutes in Malaysia which require disclosure of information so much so that the protection of duty of secrecy is deeply in doubt.   

i) Anti Corruption Act 1997

By virtue of section 32(1)(c), Public Prosecutor(PP) can by written notice require any bank to furnish customer’s information if he has reasonable ground to believe that the alleged customer has involved in corruption activity; whilst the ‘officer of the Anti-Corruption Agency’ can rely on section 31(2) to seek the customer’s information from bank. Bank officer is legally bound by section 32(5) to disclose all the information within its knowledge, failing which can be convicted under s.32(2) and s.31(4). It is noteworthy that both s.31(5) and s.32(6) have clearly excluded bank’s liability for breach of duty of secrecy. 

ii) Kidnapping Act 1961

Under section 8(1), PP may authorize police officer to inspect not only the information of the suspect (of kidnapping), but also to the bank’s information of his spouse, child, trustee, agent or even the trustee/agent of his spouse/child. Section 8(2) makes bank liable on conviction has it failed to produce such related information. This is where duty of secrecy is diluted.     

iii) Dangerous Drug (Forfeiture of Property) Act 1988

Section 22(1)(d) empowers PP to obtain banking information of a drug trafficking suspects. PP can also invoke s.21(1) and s.21(2) to authorize a senior police to investigate the suspect’s banking information. Whichever bank that has divulged such information to the authorities in relation to dangerous drug investigation is protected under the convoy of s.22(3) and s.21(4). 

iv) Anti Money Laundering and Anti-Terrorism Financing Act 2001

This is another piece of Federal Laws that has diluted the supremacy of duty of secrecy. By virtue of section 49(2), if one is suspected of indulging in the money laundering or terrorism activity, his banking information may be released to PP. Likewise, under s.48(1) & 48(2), PP can authorize an investigating officer to dig information out of the suspect’s account in the bank. Banker is legally bound to disclose such information to the authority [s.49(4)] or else it is punishable under s49(3) or 48(4).     

v) Internal Security Act 1960 (ISA)

If a person is suspected to act against the Second Schedule of ISA, a police officer, with the authorization of the Home Affairs Minister, can inspect his information in a particular bank. This is a valid disclosure under section 76 of ISA.  

Indubitably these Federal Laws have brought a far-reaching inroad into the duty of secrecy. As mentioned earlier, failure of the bank to supply such information to the relative authorities is a punishable offence and hence the banker is bound to divulge the information required. Therefore one might fairly say that duty of secrecy is intruded severely by the pieces of legislations. 

Be that as it may, one might not overlook the intentions and purposes of these criminal laws. Corruption, kidnapping, drug-trafficking, money-laundering and terrorism are the common enemies of mankind- bringing untold/umpteen destructions to the nation’s economic
 and social
 development, people’s welfare and security
 of the country. With respect, in my opinion, ‘public interest’ should be given priority over the personal right of confidentiality, that certain disclosure of individual information for the purposes of investigation is reasonably justifiable in the light of public benefits. In brief, like it or not, the above-quoted criminal laws are ipso facto a necessary evil!!!
G. The ‘Almighty’ Powers of the Central Bank

Next, we will examine to what extent the powers of Central Bank can dilute duty of secrecy.

i. Authority of Central Bank 

Section 98(1)(a) expressly empowers Central Bank
 to obtain customer’s information in the course of its performance of functions. S.98(1)(b) extends the protection to those persons rendering professional services like accountants, valuers or lawyers to the Central Bank. 

ii. Disclosure to an External Bureau or Agent  

Section 99(1)(f) provides for disclosure to an external bureau established or to an agent appointed by a bank with the prior written consent of the Central Bank. Self-evidently this is a curtailment of secrecy in the BAFIA, inasmuch as the Central Bank can at any time establish an external bureau or appoints an agent to, in the absence of the knowledge of customer, probe into their confidential information

iii. Authorization in writing by Central Bank  

Section 99(1)(i) confers the Central Bank power to authorize disclosure of information
. It denotes that any disclosure of information, other than those permitted in the statutes, can also be permitted has the Central Bank given a written go-ahead. Obviously, it is a wide catch-all section drafted to cover all other ‘necessitating’ disclosures in the future should the Central Bank thinks fit, which would undoubtedly dilute the duty of secrecy if the approval of the Central Bank can be obtained easily.  

iv. Disclosure to relevant overseas supervisory authority 

Under Section 102, Central Bank may, upon request by the overseas supervisory authority, make disclosures of information relating to the affairs stipulated in section 101. The tax or judicial authorities of these banks may require the head office to disclose information about a customer’s dealing with the Malaysian branch. Manifestly, it doesn’t rain but it pours, individual information can both be divulged to local authorities and also foreign authorities and with no doubt this is a clear dilution of duty of secrecy.

All in all, Central bank is vested with the unfettered discretionary power in permitting any forms of disclosures of individual information. With respect the extent to which duty of secrecy is diluted in Malaysia is a question dependent very much on the hand of the Central Bank. 

H. Disclosure for Malaysia Deposit Insurance Corporation 

Section 98A, a newly inserted provision in year 2006, is an express dilution to duty of secrecy. It authorizes the director, officer, employee or agent of the Malaysia Deposit Insurance Corporation to procure information for the purpose of the exercise of powers, the performance of functions or the discharge of their duties.    

I. Disclosure under Banker’s Books (Evidence) Act 1949  

Section 100 permits disclosure of customer’s information to court under Banker’s Books (Evidence) Act [BBEA]. Section 7(1) of BBEA empowers a court to allow a person to inspect and take copies of any entries in a banker’s book
. This might be regarded as a dilution; but I think it’s justifiable because BBEA is only used to relieve bankers from the necessity of actually attending the Court with their books under a subpoena and it is prohibited to be used as a means to increase facilities for discovery.
  

J. Disclosure under Other Provisions of BAFIA   

Under section 99(1)(g), duty of confidentiality can be set aside when such disclosure is authorized under any other provision of BAFIA. For instance, by virtue of section 43(2) read together with s.96 of BAFIA, the Central Bank can require any bank to submit customer’s credit information for credit bureau; under section 69, Central Bank shall from time to time examine the books, documents and accounts of the bank; section 83(1) empowers an investigating officer appointed by the Central Bank to enter any premises (include bank) and search and seize any property, book and other document; section 97(2) excludes duty of secrecy where the information has already been lawfully made to the public from any sources other than the banks and section 113 requires a bank to submit information required by the Central Bank for the purpose of the exercise of any of its powers, performance of any of its functions or discharge of its duties under BAFIA or any other written law.
3.3 Dilution: Other Banking Statutes

Besides BAFIA, other Malaysian banking statutes do provide masses of exceptions to duty of confidentiality. Section 16A of the Central Bank of Malaysia Act 1958 empowers Central Bank to convey its customer’s banking information to police officer, banks, the persons affected or the authorized investigators in case a customer is suspected of committing any offences. 

Pursuant to section 32 of the Islamic Banking Act 1983, Financial Minister can direct Central Bank to make investigation of a customer’s information (Islamic Bank) if the customer is suspected of carrying out activities detrimental to the interest of depositors and creditors
. Section 120 of the Development Financial Institution Act 2002 enumerates every single permitted exception to duty of secrecy, inter alia, in the course of performance and function of the Minister, Central Bank etc
, consent of customer
, bankruptcy
, bona fide company
, legal proceeding
, garnishee order
 and others. 

By the same token, Simpanan Nasional Berhad Act 1997
, Offshore Banking Act 1990
, Labuan Offshore Financial Services Authority Act 1996
 and Payment System Act 2003
 are pieces of legislations that are curtailing the supremacy of secrecy!! 

3.4 Dilution: Non-Banking Statutes 

Apart from the disclosure permitted under Common Law, BAFIA and other banking statutes as abovementioned, there are some other civil Federal laws which do provide the room for dilution of secrecy in Malaysia banking business. For instance, section 80 of the Income Tax Act 1967 authorizes the Inland Revenue Board to have full and free access to all books and documents (e.g. banking account) of the tax dodger. Section 151 & 152 of the Security Commission Act 1993 empowers the security commission to require the disclosure of account, document and information from bank. Analogously Security Industry Act 1983 allows collection of individual confidential data from the bank

4.0   
CONCLUSION:

In a nutshell, there are prima facie enormous erosions to the duty of secrecy in Malaysia, particularly section 99 of BAFIA and powers of Central Bank. The implementation of comprehensive BAFIA 1989 has substantively diluted duty of secrecy vis-à-vis the repelled Banking Act 1974. In comparison to other jurisdictions, such as UK
 and Swedan, Malaysia is yet to have our own piece of Data Protection Act which provides rules regarding how data shall be kept in order to prevent improper encroachment on the integrity of registered individuals. In evaluating all the aforesaid analysis, again, it is concluded that the numerous existing legislations in Malaysia have directly or indirectly diluted the importance and functions of duty of secrecy guaranteed in banking transactions.   

Be that as it may, it does not ipso facto follow that duty of secrecy is worthless and ineffectual. In the light of the surge of banking fraud, corruption, money-laundering and terrorism activities globally, a worldwide cooperative control over duty of secrecy, to some extents, might be reasonably acceptable and justifiable; after all, it is for the benefits of public at large. However such a discretionary power ought to be exercised prudentially and cautiously by the Central Bank’s officers only for the purpose of public interests, failing which will absolutely trigger a far-reaching dilution to the duty of secrecy in Malaysia. 
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APPENDIX (1)

Issue: Can Tournier’s principles (Common Law) still apply in Malaysia? 

It remains one issue to resolve: whether Tournier’s principles (Common Law) are applicable in Malaysia have we had our own statute, BAFIA? It opens to two possibilities: first, common law duty co-exists with the BAFIA so that common law can be used to fill up the latter lacunae; secondly, common law duty is inapplicable if it is not provided in the BAFIA. 

Professor Cheong May Fong
 preferred to adopt the first interpretation by arguing that the contractual duty of the bank towards its customer is distinct and separate from its statutory duty under the BAFIA and s.99 BAFIA is not exhaustive as it does not cover the disclosure in the interest of the bank and public interest. Likewise author Myint Soe
 adopted the same interpretation, with the view that the BAFIA may not be exhaustive and hence it is wise to conclude that where there are lacunae, English common law principles may still be relied upon. However, Professor Poh Chu Chai
 preferred to the second interpretation, contending that the implied common law must not be contrary to statute and thus common law exceptions allowing disclosure which are not found in the statute would not apply to bank. 

In order to determine the law applicable in Malaysia, section 3 and 5 of the Civil Law Act 1956 (Revised 1972)
 should be first scrutinized. Both sections generally provide for, subject to the local written statutes and local circumstances, the reception of the common law principles to Malaysia. In MPAJ v Steven Phoa Cheng Loon
, Federal Court ruled that if there is any written law in force in Malaysia, the court does not have to look anywhere else.
 With this, common law duty has to be thrown out have we had the BAFIA and hence second interpretation is to be followed. However it is my submission that common law duty of secrecy should be acted as an ancillary supplement or a gloss over the BAFIA if there are any loopholes, especially in respect of public policies and bank’s interests. Some might contend that the duty of secrecy is to be at stake (diluted) if we allow both laws to co-exist. However it’s my submission that public policy should prevail over personal interest, especially when it is needed to fill in the lacunae of law, or in event of ‘non-liquet’ (matter is unclear). It happens quite often in the new situations whereby common law duty, at that material moment, can be invoked promptly as to evade unfairness. For instance, where bank’s interests are at risk, common law duty can step in if there were no provisions in the BAFIA. Such a broad interpretation is necessary as a back-up for future needs. However it should not be abused and understood as a means of curtailing the duty of secrecy between banker and customer. With this s 3 & 5, CLA and MPAJ’s case should be construed purposively or by unified method.        

� Established in Tournier v National Provincial and Union Bank of England [1924] 1 KB 461(hereinafter referred to as Tournier’s case)


� S.97, Banking and Financial Institution Act 1989 (hereinafter referred to as BAFIA)


� Tournier’s case, pp 471 & 472 (by Bankes L.J);  p 481 (by Scrutton L.J); p484 (by Atkin L.J) 


� Ibid, at p 473 (by Bankes L.J); p 485 (by Atkin L.J). In other words, information obtained after the termination of relationship is not covered under duty of secrecy.


� Ibid, at p 482 (per Scrutton L.J)


� Ibid, at p 473 (per Bankes L.J); p 485 (per Atkin L.J)


� Ibid, at p 481 (per Scrutton LJ). This denotes disclosure is permitted after the customer closes his account.


� They can only require some certain relevant information in accordance with s 43(2) or s. 99 in the BAFIA    


� This is because there is no time period stipulated in the BAFIA and hence they are disallowed to make any disclosure.


� It is to be noted that the issues of  i) how the information is obtained (method), ii) the intention of discloser, iii) discloser’s position/status and iv) who the subsequent recipient of the information is irrelevant once the information is revealed unlawfully.      


� Examples are Central Bank of Malaysia Act 1958, Islamic Banking Act 1983, Development Financial Institution Act 2002, Simpanan Nasional Berhad Act 1997, Offshore banking Act 1990 and Labuan Offshore Financial Services Authority Act 1996.


� By virtue of section 34(5), a person breaches the duty of secrecy under Islamic banking Act can be held for imprisonment not exceeding 3 years or/and a fine not exceeding RM40,000


� Penalty: s.107 of Development Financial Institution Act for maximum RM500,000 fine or/and 6-month imprisonment; s.68(4) of Simpanan Nasional Berhad for maximum RM3million or/and 3-year imprisonment; s.24(2) of  the Offshore Banking Act 1990 for maximum RM10million or/and 5-year imprisonment; s.28B(10) of the Labuan Offshore Financial Services Authority 1996 for maximum RM1.5million or/and 3-year imprisonment for individual or RM3million for body cooperate or partnership.  
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